
Executive Summary

■  Corporate networks today must defend against numerous threats while  
delivering high performance, availability and security 

■  Involta’s end-to-end network solution delivers security and performance with  
DMVPN routers, Cisco ASA (Adaptive Security Appliance) firewalls with Cisco  
FirePOWER Suite, Cisco AMP (Advanced Malware Protection) for Endpoints,  
and Cisco AnyConnect Secure Mobility Client 

The Challenge   

When it comes to your corporate network, performance demands – and threat 
levels – have never been higher. Your network needs to be equipped for intrusion 
detection and prevention, malware defense, bring-your-own-device culture, remote 
users who may be using unsecured connections… The list goes on. And all this 
needs to be accomplished without hindering the productivity of end users. 

Multiple companies have engaged Involta to build secure corporate networks. While 
the specifics of each implementation varied somewhat based on each company’s 
needs and existing configurations, this case study provides a composite overview of 
a secure end-to-end network solution.

The days of throwing up a firewall at your network perimeter and calling it secure 
are long gone. The “traditional” approach to setting up a VPN (Virtual Private 
Network) isn’t holding up so well these days, either. IPsec (Internet Protocol 
Security) VPN tunnels don’t easily support QoS (Quality of Service) for voice and 
video traffic. Also, because IPsec doesn’t support broadcast protocols like EIGRP 
(Enhanced Interior Routing Gateway Protocol) and OSPF (Open Shortest Path First), 
every new IPsec spoke added to a network requires modifications of the headend 
firewall and core routing protocols.

Involta takes a different approach.
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The Involta Solution       

The Involta solution for a secure corporate network begins with DMVPN (Dynamic 
Multipoint Virtual Private Network), a proven technology that allows clients to  
leverage inexpensive broadband Internet connections to smoothly and securely 
provide connections back to the home office or other spoke offices, With DMVPN, 
you don’t need to modify the headend QoS for optimal voice and video is  
supported.

The diagram depicts a DMVPN network with redundant “hubs.” Each of the 
“spoke” DMVPN routers is configured with two tunnels – one to each hub – for 
redundancy. 

At the headend (hub), a Cisco ASA (Adaptive Security Appliance) firewall filters web 
traffic for the spoke. (While you don’t have to send all traffic back through the  
DMVPN for filtering, an increasing number of companies want the ability to control 
web access from remote offices.) This ASA firewall is equipped with Cisco FirePOWER 
Suite, which provides intrusion detection and prevention, advanced malware 
protection, and logging. FirePOWER filters traffic based on content classification 
(e.g. adult or gambling), white and black lists, country of origin, or any combination 
of the above. You can also customize policies for different Active Directory user 
groups (e.g. CxO, IT, guests).

To round out network safeguards, Cisco AMP (Advanced Malware Protection) for 
Endpoints can be installed on user devices like laptops and phones, and Cisco 
AnyConnect Secure Mobility Client software makes remote connectivity simple and 
safe – preventing a user with an infected device or unsecured connection from 
compromising your corporate IT infrastructure.
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The Outcome 

With the Involta network configuration described above, you’ve locked down 
Internet access with secure site-to-site connectivity for all your users, protected 
your corporate assets from dangerous malware, and provided a way to proactively 
monitor the current and past status of your network. And if something does slip 
through, you can go to your FireSIGHT server (companion software for SourceFire) 
and gather valuable logs that will help you find and fix the problem. 

In the unlikely event that malware gets past the FirePOWER ASA, this agent will 
catch it and report back to the FireSIGHT server. On the server you can actually 
open a window that shows who received the malware and how it traveled through 
the network – valuable information you can use to track down and remove the  
offending software.

This configuration also streamlines the process of keeping your network secure  
in the event of device loss; you can have the AnyConnect option “pushed” from  
the ASA the first time you use it. AnyConnect is highly customizable. It can enforce 
connectivity conditions like up-to-date antivirus definitions or security-friendly  
operating systems (Windows XP need not apply). Plus, when a user leaves the  
company, all the network administrator needs to do is disable his/her Windows  
AD account. No more sending updated IPSEC profiles to everyone.

While no network can ever be 100% secure, employing an end-to-end security  
posture stacks the deck in your favor. 

How Can Involta Help You?

Involta is an award-winning provider of data center, technical and managed technical 
services nationwide. Involta offers clients the ability to focus on their core business instead 
of on IT infrastructure. Founded in 2007, Involta has garnered widespread recognition for 
excellence and growth, including spots on the Inc. 500/5000 list of fastest-growing private 
companies in the United States. The Involta brand promise is Superior Infrastructure, 
Operational Excellence and People Who Deliver. 

Involta clients benefit from our robust fiber network, end-to-end solutions, a deep IT talent 
pool, and thirteen data center facilities in Arizona, Idaho, Iowa, Minnesota, Ohio and 
Pennsylvania. They also benefit from the proprietary Involta PULSE PlatformSM (healthcare-
focused) and Involta CompliantCloudSM services platform, which leverages the strength and 
performance of industry leaders like EMC, VMware and Cisco.
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